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Communications Act 2003

2003 CHAPTER 21

PART 2

NETWORKS, SERVICES AND THE RADIO SPECTRUM

CHAPTER 1

ELECTRONIC COMMUNICATIONS NETWORKS AND SERVICES

[ Security of public electronic communications networks and services]

['105J Duty to inform users of risk of security compromise

(1) This section applies where there is a significant risk of a security compromise
occurring in relation to a public electronic communications network or a public
electronic communications service.

(2) The provider of the network or service must take such steps as are reasonable and
proportionate for the purpose of bringing the relevant information, expressed in clear
and plain language, to the attention of persons who use the network or service and
may be adversely affected by the security compromise.

(3) The relevant information is—
(a) the existence of the risk of the security compromise occurring;
(b) the nature of the security compromise;

(c) the technical measures that it may be reasonably practicable for persons who
use the network or service to take for the purposes of—

(1) preventing the security compromise adversely affecting them;
(i) remedying or mitigating the adverse effect that the security
compromise has on them; and
(d) the name and contact details of a person from whom further information may
be obtained about the security compromise.]
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Changes and effects yet to be applied to :

specified provision(s) amendment to earlier commencing SI 2003/1900, art. 3(2) by
S.1. 2003/3142 art. 1(3)

specified provision(s) amendment to earlier commencing SI 2003/3142 by S.I.
2004/1492 art. 2

specified provision(s) amendment to earlier commencing SI 2003/3142 by S.I.
2004/697 art. 2

specified provision(s) amendment to earlier commencing SI 2003/3142 art. 4 Sch. 2
by S.1. 2004/545 art. 2

Changes and effects yet to be applied to the whole Act associated Parts and Chapters:
Whole provisions yet to be inserted into this Act (including any effects on those
provisions):

s. 124Q(7)(a) words substituted by 2013 ¢. 22 Sch. 9 para. 52

s. 148A and cross-heading inserted by 2022 c. 46 s. 73(2)

s. 368E(5)(d)(e) inserted by 2017 c. 30 s. 94(3)

s. 402(2A)(za)(zb) inserted by 2022 c. 46 Sch. para. 2

Sch. 3A para. 21(6) inserted by 2022 c. 46 Sch. para. 3(5)(b)
Sch. 3A para. 37(3)(aza) inserted by 2022 c. 46 Sch. para. 3(9)
Sch. 3A para. 84(1)(aza) inserted by 2022 c. 46 Sch. para. 3(10)
Sch. 3A para. 103(1)(ca) inserted by 2022 c. 46 s. 70

Sch. 3A para. 119A inserted by 2022 c. 46 s. 72

Sch. 3A Pt. 4ZA inserted by 2022 c. 46 s. 67(1)
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